north dakota

department of
human services Quick Reference Guide

MANAGING PROVIDER USER SECURITY

Organization Administration

The Organization Administrator is the designated person with the primary responsibility and authority to establish
accounts and passwords for access to provider specific secure information in ND Health Enterprise MMIS.

Important:

If a provider did not identify an Organization Administrator during the re-enrollment application process, then they
must first perform a web portal registration in Health Enterprise with their new 7-digit Medicaid provider number on
the Home page of the web portal. Once web portal registration is complete, the Organization Administrator’s user ID
and password will be mailed to the provider.

IF you did not register for web portal access during re-enrollment, you can register on Health Enterprise. The user
ID and password will be mailed in separate provider letters. Following that step, additional Organization
Administrator accounts and other user accounts can be established.

This instruction shows how an Organization Administrator works with security accounts for users within their
organization. User has the ability to add, edit, reset passwords and delete user accounts.

Important: The Organization Administrator should set their profile to include Provider-Organization Administrator
and Provider-Primary Account Holder.

Add a user

Search for a user

Reset a user’s password
Deactivate a user

vk wnN e

Unlock a user account
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1. Add a user
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Flease enter the follawing infarmation abaut the user you would like to add.

Organization: =

Introduction 00:11
Prerequisites 0013
Prefix =Last Name First Name ML Suffix —
Learning Objectiv.. 0021
B LASTNAME FIRST3 B = S
=Phone / Ext Email CBT Navigation 00:48
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=password *Confirm Passward Resetting Passw 0053
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7] "Wihat roles will this user have in the arganization? Unlocking Accounts 00:46
Available Selected Adding New User ... 0125
MD-PharmacyProvderlser -
Provider-AuthorzationsStaft E Summary 0012
Provider-BillingStaf
Provider-EligibilityStaft [ Review 00:15
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Provider Accounts Security Role Options

Provider Staff Role Functionality

Provider-Organization Administrator | Ability to create and configure other Provider organizational users
and define their role(s) (Security only)

Provider-Primary Accountholder Has full access (view/add/update) to all provider functions and
privileges (including Security)

Provider-Authorizations Staff Ability to request/edit/view service authorization requests

Provider-Billing Staff Ability to submit claims via the web portal; check claims status

Provider-Eligibility Staff Ability to verify member/patient Medicaid eligibility information

Provider-Enroliment Staff Ability to view/add/update provider enrollment data

Provider-Financial Staff Ability to view Remittance Advice and other provider accounting
information

Provider-FES Ability to view/add/update the Submit Payment Alert/Hospice
Election Form (Functional Eligibility System)

Provider-Trading Partner Enrollment | Ability to view/add/update Trading Partner details

Important: The Organization Administrator should set their profile to include Provider-Organization Administrator
and Provider-Primary Account Holder.

Special Considerations

Complex Functional Organizations - For organizations where Medicaid processing is assigned to several individuals or
departments we recommend the Organization Administrator create at least one Backup Organization Administrator.
In addition, create additional accounts for individuals in the functional areas noted above (Provider Roles) and also
create backups for each role in the event of staff absences, job change, or turn over.

Moderate Functional Organizations — For organizations where individuals perform two or more business functions
we recommend the Organization Administrator create a Backup Organization Administrator and create additional
accounts assigning functional areas, as appropriate for work organization and processes.

Simple (single person) - For organizations where one person performs all business and security functions, the single
provider Organization Administrator account also has the Primary Accountholder role assigned and can perform all
functions.
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* Required Field
Add User

Plaase enter the following infarmation about the user you would like to add.

Organization:
*user 1D
[COFFEE10
Prefix *Last Name *First Name:
B LASTHAME FIRST3
=phone / Ext Email
— e —_e
User 1D must b
=password Unique

6 - 20 characters in length
Combination of the user's name

7) "What roles will this user have in the organization?

Available Selected Select/Create User 1D

ND-PharmacyProviderUser |- | NOTE:This User ID is invalid. Which do you want to do?
Provider-AuthorizationsStaft ' € Select from suggestion T Re-enter a User ID.
Provider-EligibiityStaf =] “USEF 10

Provider-Enrollment Staff € FBLASTNAME

Provider-FES =

Provider-FinancislStaf

Provider-OrganizationAdministrator [ [save | concel |
Provider-PrimaryAccountHolder x|

Suffic

I H

Cancel|Reset|Add

North Dakota Dept. of Human Service...

Maintaining Organizational Security

*
Introduction oo
Prerequisites 0013
Learning Objectiv. 0021
CBT Navigation 00:48
Finding and Editin... 0218
Resetting Passw... 0053
Deactivating Acco. 00:38
Unlocking Accounts 0046
Adding New User . 01:25
Summary 0012
Review 0015
Thank You 00:03
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If the user ID is invalid or already used by another provider, the system will suggest alternate user ID's:

™ Required Field
Add User

Please entar the following information about the user you would like to add.

The submitted User ID is invalid. Please enter ancther User 1D, or select ane of the following suggestions: FELASTNAME

Organization:

*User ID

[COFFEETD]

Prefix *Last Name *first Name Ml
- [LASTNAME [FRST3 B

*Phone / Ext Email

G55 1111111

"Password

[oosnenas

*Confirm Password

sesasnns

Select/Create User 1D

NOTE:This User ID is invalid. Which do you want to do?
€ select from suggestion T Re-enter a User 1D.

*user ID

C FBLASTNAME

Cancel

2) "What roles wil this user have in the sroanization?

Available Selected

me fields as Edit User

ND-PharmacyProvderUser =]
Provider-Authorizations Staff
Prowder-BillingSta
ProviderEligibilityStalf
Pravider-EnrollmentStaff
Provider-FES

Provider-FinancialStaft

Suffix

Cancel|Reset|Add

FETTI

Select Add to save to the database.
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2. Search for a user

My Account Main Page

Reset AVR PIN
My Account

+ Change Password
® Manage Users
* Reset PIN

Skip Navigation | Contact Us | Help | Search | Log out

May 14, 2014
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Select My Account
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™ & Has not logged in for 90 days
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Search for the user by entering first name, last name or by User ID
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Maintaining Organizational Security

Home Member

* Required Field @b tias not Ingged in for 30 days /3 Has not logged in for 60 days &b Hss not logged in for 50 days Introduction 00:11
Name D Prerequisites 00:13
Learning Objectiv. o021

*Last Name First Hame M FSLASTNAME LASTNAME FIRSTNAME s Active
|Lastname FXLASTHAME LASTNAME FIRSTZ x Active, Lockeddh CBT Navigation 00:48
Email L2ef2 Finding and Editin 018
Resetting Passw. 00:53

[~ Designated as a Supervisor
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Results will present in highlighted box

3. Reset a user’s password
a. Use step 2 above to search for a user
b. Follow steps below to reset a user’s password

May 14, 2014

"
,;’_-' North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out

North Dakota Dept. of Human Service...
Maintaining Organizational Security

Home HMember »

Manage
* Required Ficld Introduction 00:11
View / Edit User

Please enter the following information about the user you would like to edit.

User 10: FSLASTNAME k

Prerequisites 00:13

Learning Objectiv... o021

User Status:  Active CBT Navigation 00:48
Organization:
Last Login: Finding and Editin... 0218 v
Password Expiry: Resetting Passw. 00:63
prefix *Lost Name First Nome M1 Suffix

5 PS T — GRS 5 ] - Deaclivating Acco 00:38

“Fhone / Ext Email

555-111-1111 FSLASTNAME @MAINCL

7) “What roles wil this user have in the arganization?

Available Selected

Unlocking Accounts 00:46

Adding New User ... 01:25

Summary 00:12

Provider-OrganizaionAdministrator Review 00:15

Y folder

ND-PharmacyProderUser
Provid

Provider-SillingStaff Thank You 00:03

Provider EligibilityStaff
Provider-Enrollment Staff
ProviderFES
Provider-Financial Staff

Provider-TradingPartnerEnroliment I

. Find [{03:5% / 08:08 Minutes

The provider has the option to reset the password; this password is for a one time use only
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May 15, 2014
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North Dakota Dept. of Human Service...
Maintaining Organizational Security

L

] He o
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Reset Password Prerequisites 0013
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Lok Neme:  LASTHAME el & CBT Navigation 0048
Email: FSLASTHAME@MAINCLINIC COM Phone [ £t 555 Finding and Editin 0218 v
Organizational Roles: 2 = LA U - . - e L Resetting Passw. 00:53

Deactivating Acco 00:38

* Password must be & minimum of § characters and maximum of 14 characters,
Password must be different from your last 24 passwerds.

Password cannot use any 4 characters that match your userid.

Passwiord cannat conatin user’s first name or last name. Adding New User 0125

* Password must contain atast 3 of the 4 following types:
© Uppercase letters

Unlocking Accounts 0046

O Lowercase letters Summary 0012
@ Numbers
© Nen-Alphanumeric {, §, #, © or %) Review 00:15

=Hew Password </_ =Contirm New Passward %’_ Thank You 0003
'1] *What is the reason for this action?
| B «—
2 A
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4, Deactivate a user

May 14, 2014

4 .’_;/ North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out

EDI | Autherizations } | My Account ¥| FES b

North Dakota Dept. of Human Service...
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Available Selected

Unlocking Accounts 00:48
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Summary 00:12

Previder-OrganizalionAdmin stialor Review 00:15
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Select the deactivate option

May 15, 2014
Skip Navigation | Contact Us | Help | Search | Log out North Dakota Dept. of Human Service.
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7) *Wwhat is the reason for this action?

Unlocking Accounts 00:46
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Enter the deactivation reason in the box asking *What is the reason for this action?

5. Unlock a user account

*Follow Step 2 above by searching for the user by entering first name, last name or by User ID
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4
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Select user from user list

May 15, 2014
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€01 » | Authorizations ¥ | my Account » | Fes»

Manage Print | =
* Required Field Introduction 0011
View / Edit User Prerequisites 00:13
Please enter the following information about the user you would like to edit. L Obect 0021
eaming Obje:
User 101 FXLASTNAME
User Status:  Active, Locked CBT Navigation 00:48
Organization:
Last Login: Finding and Editin 0218
paciced e \ Resetting Passw... 0053
Prefix *Last Name =First Hame ML Suffix
- LASTNAME FIRST2 [x = Deactivating Acco 00:38
Phane / Ext Eu Unlocking Accounts 0048
[555-111-1111 | FALASTNAME@M AINCLING g
Adding New User 01:25
7] “wihat roles will this user have in the arganization?
o . Summary 0012
Available Selected
&) v E = Review 0015
¥ folder
Provider-AuthonizationsStafi [Provider-OrganizationAdministratar
Previder-SillingStai B ThankYou 00:03
Provider-EligiblityStafl
Provider-Enroliment Staff E
Provider-FES H
Provider-FinancialStaff
Bronce T moate Conlin [ Cancel | Roast | Deactwate | Uiock | ResetPassword  save
Find |{05:40 / 08:08 Minutes
Ial > 141" 1L ~ Nol=1-
Select the unlock option
E May 15, 2014
ii,’-’:/ North Dakota MMIS Web Portal Skip Navigation | Contact Us | Help | Search | Log out [EVRTSN I EITte S Pr A AT T ETES S

Maintaining Organizational Security

EDI ¥ | Authorizations ¥ | My Account » | FES ¥

Home Member »

*

Manage int | H ]
* Required Ficld Unlock| Reset| Cancel Introduction oo
Unlock User Prerequisites 0012
User Status:  Active, Locked Leaming Objectv. 00:21
Last Nome:  LASTNAME First Name:  FIRST2 M X
Email: FXLASTHNAME@MAINCLINIC COM Phone / Ext: 555-111-1111 CBT Navigation 00:43
o Rales: der-Pri JPravider i i User IDi  FALASTNAME Finding and Editin 0218
[7) “What is the reason for this action? Resefling Passw. =S
J= | Deactivating Acco.. 0038
= Unlocking Accounts  00:46
Adding New User .. 01:25
©2014 affiliated Computer Servics, Inc. All Rights Reserved.
Privacy Peliy | Site Map | Terms of Use | Browser Requirements | Accessibility Complianes Summary 0012
Review 00:15
Thank You 0003

Enter the unlock reason in the box asking *What is the reason for this action?
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North Dakota Dept. of Human Service...
Maintaining Organizational Security

Home HMember »

EDI » | Autherizations » | My Account »|| FES ¥
Manage Users T

*

= Required Field Unlock|Reset| Cancel Introduction 00:11
Unlock User Prerequisites 00:13
User Status:  Active, Locked L 0021
Lost Nome:  LASTHAME First Name:  FIRST2 M X
Email: FXLASTNAME@MAINCLINIC.COM Phone / Ext: 555-111-1111 CBT Navigation 00:48
Roles: d JProvid User 10:  FXLASTNAME Finding and Editin 0218
[2) “what is the reason for this action? e B s v
[to unlock = Deactivating Acco 00:38
=l Unlocking Accounts 0046
Adding New User 0125
Unlocking an account does NOT reset the user's password
Privaey=mn = = - = = " ance Summary 00:12
Review 00:15
Thank You 00:03
Find [|05:56 / 08:08 Minutes ||&Clear|
al v W~ " o]~}

The Organization Administrator can determine if the password should be reset. Otherwise, the user can resume using
the password that is in current use.
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